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1 OCHOBHBIE TEPMUHBI

Tepmun

Pacmugposka

Fly

I'paduueckas obomouka Astra LinuX coOCTBeHHO# pa3pabOTKH,
KOTOpasi TO3BOJISIET C/IeaTh pabOTy TOJIb30BATENICH B CHCTEME
MaKCUMallbHO  MPHUBBIYHOH U pabory B
ornepanuonHoit cucteme Windows

HOXOKEH Ha

Fly-term
Fly)

(TepmuHa

Astra Linux,
MpeACTaBISIIONIas coO0M AMYyJSATOp TepMHUHANA (KOMaHIHOTO
UHTEpIIpETaTopa) ¢

CnyxeOHas nporpamma (yTunura)

paciiMpCHHbBIMHA BO3MOXXHOCTAMMU:
MHOT'OOKOHHBIM PCXKHUMOM, BO3MOXKXHOCTBIKO IIPOKPYTKH 3KpaHa,
PEAaKTUPYEMBIM CIIMCKOM KOMAaH/

HTTP (HyperText
Transfer Protocol)

HpOTOKOJ'I nepeaadn TUICPTCKCTAa — IIPOTOKOJI IIPUKIIAJHOIO
YpOBHA 1niep€aaydd JaHHBIX, I/ICHOJII)3y€MI)II71 aJie nepeaadyu

IMPOM3BOJIbHBIX JaHHBIX

Markup Language)

HTTPS Pacmmpenune nporokona HTTP mnst moxnepxku mmppoBaHus B
LEeJISIX NTOBBIIEHUsI O€30I1aCHOCTH
HTML (HyperText | CtanaapTU3HPOBaHHBIN  SI3BIK  THIEPTEKCTOBOM  pa3MeTKH

nokymeHTOB. Tekcr Ha s3pike HTML unTeprnperupyercs BeO-
Opay3epoM U oToOpakaeTcs Ha SKpaHe MOHHTOPAa KOMIIBIOTEpa
WM MOOMJIBHOTO YCTpOICTBa

Document Format)

Hyper-V Cucrema anmapaTHOH BUpPTyaJH3alMU Ui X64-omeparimioHHBIX
cucteM ot Gpupmbl Microsoft

IP anpec YHUKaJIbHBINA CETEBOU afpecC y3ila B KOMIIBIOTEPHOU CETH

PDF (Portable | MexrmuiaTopmeHHBIH (OPMAT IMEKTPOHHBIX TOKYMEHTOB

USB (Universal Serial
Bus)

YHuBepcallbHas MOCIIENOBATEIbHAS IIIHHA — MOCIEA0BATENbHBIN
uHTepdeiic ans MOAKIIOYEHUs NepudepuiiHbIX yCTPOMCTB K
BBIYMCIIUTEIIEHON TEXHUKE

SSL  (Secure Sockets
Layer)

VYpoBeHb  3AIIMIIEHHBIX COKETOB —  KPUOTOTpaduuecKuii
MPOTOKOJI Ui O€30MacHOM CBSI3M, CO3JAIOIIMi 3amudpoBaHHOE
COEZIMHEHUE MEXly BeO-cepBepoM U BeO-Opay3epom

VMware

[TporpamMmmHOe obOecriedeHrne BUPTYAIN3AIMU, TpeIHa3HAYCHHOE
Ui KOoMIbIoTepoB X86-64 omepannonubix cucteM Microsoft
Windows u Linux. [To3BoasieT moas30BaTeIi0 YCTAHOBUTH OIHY
Wi 0Oojee BHUPTYyaJIbHBIX MalIMH Ha OJMH (H3HMUYECKHUIA
KOMIIBIOTEP M 3aITyCKaTh MX MMapaliebHO

[PykoBomcTBO 10 ycTaHOBKE]
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Tepmun

Pacummdposka

baza nannbix (b/1)

YnopsnoueHHbI HA0Op CTPYKTYPHUPOBAaHHOW HH(pOpMAIUH,
KOTOpasi XpaHUTCS B DOJCKTPOHHOM BHUAE B KOMIIBIOTEPHOI
Hoctyn k wuHbopmaruu, xpansmeics B B/,
obecrieunBaeT cuctema yrpasieHus 6azamu nanabix (CYB]I)

CHCTEME.

Be6-6paysep

[IporpammHoe oOecreueHue Ui IPOCMOTpa BeO-CTpaHUI,
coJiepKaHus BeO-OKYMEHTOB, KOMITBIOTEPHBIX (aiijIOB U TMAIOK;
yIpaBJICHUS BEO-TIPUIIOKEHISIMU; & TAKOKE JUIS PEHICHUS IPYTUX
3amaq

Be6-cepBep

Cepsep, npunumaronuii HT TP-3anpocsl 0T KIIMEHTOB, OOBIYHO
BeO-OpaysepoB, u Bbiatonuii um HTTP-oTBeTHI, Kak MpaBuio,
BMecte ¢ HTML-cTpanuneit, nzoopakenuem, ¢aiiaom, meana-
MMOTOKOM WJIM APYTUMHU JAHHBIMU

Komnanus

O6o6mammuid  TepMHH, 0] KOTOPbIM MOJKET BBICTYHATh
bupma, yupexaeHue € .

Kommnanus BJIaACCT SK3CMILIIAPOM CucteMBl Ha OCHOBE JIMICH3UN

INPEANPUATHE, OpraHU3aLMs,

U CaMOCTOSTENbHO (POpMUPYET UH(OOPMAIIMOHHYIO apXUTEKTYpY
Y HaIOJHEHHE 3TOr0 dK3EMIULIpA

OO0partHbIii
(peBepCUBHBIN ) MPOKCH-

cepBep (aHri. reverse

proxy)

Tun npokcu-cepBepa, KOTOPBIM  PETPAHCIUPYET  3aNpPOCHI
KJIMEHTOB M3 BHEIIHEH CETH Ha OJMH WM HECKOJBKO CEPBEPOB,

JIOTUYECKH PACITOJIOKEHHBIX BO BHYTPEHHEN CETH

[Topr (cereBoii mopT)

Jlornueckas TS
ompefieNieHus TporpaMMbl (CeTeBOM CITy>kObl) WJIM Mpoliecca-

noJjryvyaresis ImakeTa B Ipeaciiax OAHOTro IP-aL[peca

KOHCTPYKIUA, KOTOpasa HCIIOJIB3YCTCA

CepBep 0a3 TaHHBIX

[Tpon3BoANTENBHBIN KOMIBIOTEP, KOTOPHIH 0OecreunBaeT paboTy
6a3 nanueix (bJ]) u cucrem ynpasnenus 6azamu nanubix (CYB/I)

CepBep NpuIOKEHUN

[Tporpammuas minatgopma, nperHazHauyeHHast A1 3 PeKTUBHOTO
UCIIOJIHEHUS Tpouenyp (MmporpaMmM, CKPHUITOB), Ha KOTOPBIX
MOCTpOeHbI NpuioxkeHus. CepBep MPUIOKEHUN JEHCTBYET Kak
Ha0Op KOMIIOHEHTOB, JIOCTYIHBIX Pa3pabOTUYUKy MPOTrPaMMHOIO
obGecieuenus  uepe3 APl (untepdeiic  mpukiIaaHOrO
IPOTpaMMHUPOBAHUS ), ONIPeIeIEHHBINA caMoil maTdopmMoit

Cucrema  ynpaBiieHUs
6azoit nanHbIx (CYB/I)

Komniekc  mporpamMm,  MO3BOJSIIONIMH ~ OpraHU30BHIBATH,

KOHTPOJIMPOBATh U aIMUHUCTPUPOBATEH 0a3bl JAHHBIX

[PykoBomcTBO 10 ycTaHOBKE]
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Tepmun Pacummdposka

DNEKTPOHHBIN KIIIOY ArmnmapatHoe  CpeICTBO, IMpeJHa3HAYeHHOE Ui  3aIIUTHI
MPOrpaMMHOT0 oOOecreueHusT M JaHHBIX OT KOMHMPOBAHMS,
HEJIETAIbHOTO  KCIIOJIb30BAaHUA M HECAaHKIIMOHUPOBAHHOTO
pacnpocTpaHeHUs

2 HA3HAYEHME U OBJACTb IPUMEHEHMUSA

HNudopmanmonHo-ynpasistomas cucrema «Ikcnept-ucneryepy (manee — Cucrema)
npeaHa3HaueHa /ISl OpraHU3allid U TPOBEACHUS SJIEKTPOHHOTO OOYYEHUs IMEpCoHalla B CETH
Wurtepuer (uHTpaHeT). MOKET UCIOIB30BATHCS B KOMIIAHUSAX CO CIOKHOW OpraHU3aIllMOHHOW
CTPYKTYpOH, BKIItOUaromeil (uiamansl, 000co0IeHHBIE MMOApa3AeICHUs, ToUYepHUe 00IIecTBa
np., a TaKkKe B yYpexIeHHSX oOpa3oBaHus. SIBIsieTcss BEO-NPHIOKEHUEM, MOITOMY padoTa
MOJIB30BaTENs C HEeMl BeAETCs uepes BeO-Opaysep.

3 TPEBOBAHUSA K AIIITAPATHOMY U TIPOIT'PAMMHOMY
OBECIIEYEHHUIO

CepBepHast yacth CHcTeMBbl pa3MellaeTcsi B €IMHCTBEHHOM OJK3EMIUIIpe Ha YpPOBHE
UCHoNHUTEeNbHOro amnmnapata Kommanuu. [lng pasmemienus cepBepHoi yactu  CucTeMbl
HEOOXOUMO BBIJCIUTh B KOPHOPATUBHOM BeMMCIUTENbHONW cetn Kommanuu cepsep
npunodceHuli. U cepsep 0as OaHHulX, YNOBIETBOPSIONIME TpeOOBaHMAM K cHenuduxanum
obopynoBanus (paznen 3.1).

Jlisi SKOHOMHUHM pPECypcoB cCepBep NPUIOKEHHH U cepBep 0a3 JaHHBIX MOTYT OBITH
pasMelleHbl Ha OHOM (u3UYecKoM KommbioTepe. Kpome Toro, oHu MOTyT OBITh pa3MelleHbl Ha
BUPTYyaJIbHBIX MalllnHax noj ynpasnenuem Hyper-V, VMware u 1.1. Hy’HO y4uThIBaTh, 4TO AJS
KOppeKTHON paboTel CHcCTeMbl HEOOXOAMM 3JEKTPOHHBIM Kitou 3amurThl  Guardant,
noakroYaeMblii uepes USB-niopT cepBepa npuitokeHuit. Bompockl, cBsi3aHHBIE ¢ «ITPOOPOCOM»
AIIEKTPOHHBIX KIFOUEH 3alUThl Ha BUPTYaJIbHBIC MAIIUHBI, B KOTOPBIX OTCYTCTBYET MOIICPKKA
USB-ycTpoiicTB, 3aKa3uWKk pelraeT CaMOCTOATENBHO C  TPHBICYCHHEM CTOPOHHETO
crenuanu3upoBanHoro nporpammuoro otecneuenus (VirtualHere USB, AnywhereUSB, USB
over Network u ap.).

Kmuentckas yacte CucTeMBbl TpeACTaBIsieT COOOH MHOXECTBO paOOYMX CTaHIIHM,
Pa3MEIICHHBIX B KOPIOPATHBHON BBIYUCIUTENbHON ceTh KoMmMmaHuuW M MMEONUX JOCTYI TI0
nporokoiam HTTP (HTTPS) k cepsepy mpunoxenuit Cucrembl. KiiMeHT B3auMOIEHCTBYET ¢
CEpBEpOM TMPWIOKECHHA TpH TMOMOIIM BeO-Opay3epa, YIOBIECTBOPSIONIETO TPeOOBaHUSAM K
nporpaMMHOMY oOecrieueHHI0 pabodyero Mecra moib3oBarens (paszaen 3.3).

Okcmryaranus CUCTEMbI I0JKHA BBIMOJIHATHCS C YYETOM OOECHeUeHUs TEeXHUUECKOH U
(U3UYECKOM 3alUTHI alllapaTHBIX KOMITOHEHTOB CHCTEMBI, HOCUTEIICH TaHHBIX, Oecriepe0oitHOTO
HHEPrOCHAOKEHHUS, TEKYIIEr0 CEPBUCHOTO OOCITYKUBAHUSI.

[PykoBomcTBO 10 ycTaHOBKE] 6
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3.1 TpeOoBanus Kk KOH(pUTypaluu cepBepoB

CepBep mpminoxkeHuid CuUCTeMBl JOJDKEH 00JIafaTh CICIYIOINMMH MHUHUMAIBHBIMU
XapaKTePUCTHKAMH:

— mnporeccop: 2 X 3.5 GHz;

— 416 onepaTUBHOM MaMSITH;

— 5016 nMcKoBOro MpOCTPaHCTBA AJIs ONEPAMOHHON CUCTEMBI M 00IIECHCTEMHOTO
MIPOrpaMMHOTO 00€CTICUCHUS.

CepBep 0a3 nanubix CuCTeMBbl JOJDKEH 00JaAaTh CIEAYIONMMH MHUHUMAIbHBIMU
XapaKTEPUCTUKAMMU:

— mpomeccop: 4 X 3.5 GHz;
— 810 omeparuBHOIM MaMsITH;
— 150 T'6 nuckoBoro mpoctpanctBa (5010 mns omepallMOHHON CHUCTEMBI U
obmecucreMHoro nporpammuoro ooecrieuenust 1 100 I'6 1t 6a3bl TaHHBIX).
MuHuMalbHBIE TPeOOBAHHS YKa3aHbI, UCXOMS M3 pacyeTa Harpy3Ku IPH OJHOBPEMCHHON
pabote B Cucteme He 6omee 10 monb3oBareneii.
[Ipu pa3meniennn Ha oJHON (U3NUYECKON (BUPTyalIbHOI) MallluHE cepBepa MPUIOKEHUI
u cepBepa 0a3 JaHHBIX 3a OCHOBY HeoOXoauMO OpaTh MHUHUMAaJIbHBIE TpeOOBaHMS,
peIbABIsEMBbIC K cepBepy 0a3 TaHHBIX.

3.2 TpeboBaHus K KOH(pUTypauuu padovero Mecta mnoJib30BarteJisi

PaGoune MECTa, C KOTOPBIX OCYHICCTBJIACTCA HAOCTYII K CI/ICTeMe, JOJIXKHBI 06J'Ia,Z[aTB
CJICAYIOIIUMU MUHHUMAJIBHBIMHA XapaKTCPUCTHKAMMU:

— mporeccop 2 X 2.5 GHz;

— 410 onepaTuBHO MaMATH;

— MOHHUTOp ¢ pa3penieHreM He MeHee 1280 x 1024;

— cereBoit uaTepdeiic — 10/100/1000 Ethernet;

— CTaHJapTHAas KIaBHATypa W MAHHITYJISITOP «MBIIIbY;

— He meHee 10 I'6 cB0O01HOTO AMCKOBOTO MPOCTPAHCTBA.

3.3 TpeOoBaHus K NPOrpaMMHOMY 0OecredYeHUIo

Cepsep npuiioxeHuit CHCTEMBI:

— omepaionHas cuctema — Astra Linux Special Edition 1.7/Common Edition 2.12 u
Beimre, PEJI OC 7.3 u Beime, ALT Linux 10 u BeImIIE;

— Beb-cepep — Nginx 1.14.1 u Bbie;

— mnardopma .NET — .NET SDK 6.0;

— BeO-Opaysep — akryanbHble Bepcuu Google Chrome, fAunexc bpaysep, Mozilla
Firefox;

— CpEICTBO aHTHBHPYCHOM 3aIIUTHI;

[PykoBomcTBO 10 ycTaHOBKE] 7
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cepBepublii SSL ceptuduxkar.

Cepsep b/ Cucremsbi:

oneparronHas cucrema — Astra Linux Special Edition 1.7/Common Edition 2.12 u
Boire, PEJI OC 7.3 u Beime, ALT Linux 10 u BbImIe;

CYB]I — PostgreSQL 9.6.20 u Bbie;

cpeacTBa afMUHUCTpUpoBanus — PgAdmiIn mis PostgreSQL;

CPEICTBO AHTUBUPYCHOM 3aLUTHI.

Pabouee MecTO OJIB30BATENA:

oneparonHas cucrema — Windows 7 u Beime, Astra Linux Special Edition
1.7/Common Edition 2.12 u Beie, PEJI OC 7.3 u Boimre, ALT Linux 10 u Beine;
BeO-Opay3ep — aktyanbpHble Bepcuu Microsoft Edge, Google Chrome, fAnmexc
Bpaysep, Mozilla Firefox;

oucusrii maker — MS Office 2016 u Boite wu LibreOffice 7.4.6 u Boiine;
nporpamMma aisi mpocmotpa (aiinos PDF - aktyanbuas Bepcusi Adobe Acrobat
Reader.

4 KoMILIEKT MOCTABKH

Cucrema mocTtaBisieTcsl OTACNBHO OT ammapaTHoro obecrneuyeHus. KoMIIEKT mocTaBKu
BKJIFOUYAET B ceOs:

YCTaHOBOYHBIN JIUCK;

3JIEKTPOHHBIN KMoy 3amuThl Guardant Sign.

Y CTaHOBOYHBIA AUCK CucTeMBI BKJIIOYAEeT B ceO:

nanky — «docs», ComepKallyl0  CIEAYIONMH  IMakeT  OKCINTyaTalnOHHOM
nokymMmeHTauuu B popmate PDF:

® PYKOBOJICTBO 10 YCTAHOBKE;

e o01Iee onmucaHue U PyKOBOJICTBO MOJIb30BATEIIS;

e PYKOBOJICTBO CITyHIATENs ¥ aTTECTyEMOTO;

® PYKOBOJCTBO THIOTODA;

® PYKOBOJICTBO METOJIUCTA,

® PYKOBOJICTBO aIMUHHCTPATOPA;

e (opMBI OTYETOB M MTPOTOKOJIOB.

nanky «install», comepkarryro:

® apXUWB We.Zip C YCTaHOBOYHBIMH (aiiinamu CHCTEMBI;

e apxwuB SCripts.zip Co ckpumnTamu JJisi OOHOBJICHHUS 0a3bl TaHHBIX;

e apxuB btz_update.zip ¢ mporpaMMHBIM OOECHCUCHHEM ISl aKTyaJIn3alluu
AJIEKTPOHHOU OMOIMOTEKH 1 0a3bl TECTOBBIX 3a/IaHU;

[PykoBomcTBO 10 ycTaHOBKE] 8
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e  (paiin anexTponHo MuiieH3uu license.dat.

5 KoHdurypupoBanue 001ecucTeMHOI0 MPOrpaMMHOI0 odecredeHnst
5.1 V¥YcranoBka Bed-cepepa Nginx

5.1.1 YVYcranoka Nginx B Astra Linux

I ar 1. Ha cepBepe npunoxxennii CucTeMbl OTKPHITH MeHIO «I1ycKk», BBIOpaTh KaTEropuio
«CucTtemMHbIe), HAUTHU U 3aIyCTUTh KOMaHIHbIN uHTepnperatop « Tepmunan Flyy.

Ilar 2. OOHOBUTH K3I1I IAKETOB, BHIIOJHUB KOMaHY:

sudo apt update

Ilar 3. YcTaHOBUTH aKTyalbHbIE OOHOBIJIEHUS, BBIIIOJIHUB KOMAaH/Y:
sudo apt dist-upgrade

lar 4. YcranoButh BeO-cepBep NginX, BHITOIHUB KOMaH/Y:

sudo apt install nginx

B nponecce urenns nakeToB HEOOXOAMMO MOATBEPIAUTH YCTAaHOBKY, BBeAs «/|» u HaxaB
KHOIIKY «Enter.

5.1.2 V¥YcranoBka Nginx B PEJL OC

Iar 1. Ha cepsepe npumnoxenuii Cucrems! OTKpbITh MeHIO «IIyck», BBIOpaTh KaTEropHio
«CucTtemMHbIe», HAUTH U 3aIlyCTUTh KOMaHIHbIM HHTEpripeTaTop « TepMuHam.

Iar 2. [TepexatounThCs HA AAMUHUCTPATUBHYIO YUETHYIO 3allUCh, BBIIOJIHUB KOMAaHy
su

Y BBEJISI IApOJIb OT YYETHOM 3alMCH CYIIEpIIOIb30BaTeNs F00t.

Ilar 3. OOHOBUTH K3III TAKETOB, BHIOJHUB KOMaHY:

dnf update

Ilar 4. YcraHOBUTH BeO-cepBep NginX, BHITOIHUB KOMAH/TY:
dnf install nginx

B nponecce ureHns nakeToB HEOOXOAMMO MOATBEPIUTH YCTAHOBKY, BBeAS «/[» u HaxaB
KHOIIKY «Entery.

Hlar 5. BximounTs ciryx0y NQINX, BEITOJIHUB KOMaHIY:

systemctl enable nginx

Ilar 6. 3amycTuTth ciryk0y NQINX, BBIMOJHUB KOMaH/IY:
systemctl start nginx

Ilar 7. Pa3zpemmts ceteBbie moakaoueHus httpd, BEITOJTHUB KOMaHTY:

setsebool -P httpd can network connect 1

[PykoBomcTBO 10 ycTaHOBKE] 9
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5.1.3 V¥YcranoBka Nginx B ALT Linux

Iar 1. Ha cepBepe npmioxkeHuit CucteMbl OTKpBITh MeHIO «lIpuiiokeHus», BHIOPATH
Kareroputo «CUCTEMHbIE», HANTH U 3aIlyCTUTh KOMaHHbINA uHTEpIpeTatop « TepmuHa».
Hlar 2. [IepexyirounThCs HA AIMUHUCTPATUBHYIO YUYETHYIO 3alIUCh, BBIIIOJHUB KOMaHIy

su

U BBEJIA IapOJIb OT YYETHOM 3aMucH cyneprosb3oBaress root.

Ilar 3. OOHOBUTH K3I1I IAKETOB, BHIIIOJHUB KOMaH/Y:

apt-get update

OnuuoHAIBHO: YCTAHOBUTH aKTyaJIbHbIE OOHOBJIEHUS, BHIIIOJHUB KOMaHTy:
apt-get dist-upgrade

lar 4. YcranoBuTh BeO-cepBep NginX, BHITOIHUB KOMaH/Y:

apt-get install nginx

lar 5. Bkmo4ynTs ciry:k0y nginx, BBITOJIHUB KOMaHY:

systemctl enable nginx

Iar 6. 3amycTuTh cay*0y nginX, BBINOJIHUB KOMaHIY:

systemctl start nginx
5.1.4 TlIpoBepka padoTocnocooHocTH Bed-cepBepa Nginx

IMar 1. IIpoBeputh cTaryc CiykObl BeO-cepBepa nginx, BBINOJIHUB KOMAaHIY
(Pucynok 5.1):

systemctl status nginx

sysadmin@KOMP-11:~$ systemctl status nginx
nginx.service - A high performance web server and a reverse proxy server
Loaded: loaded (/lib/systemd/system/nginx.service; enabled; vendor preset: enabled)
Active: since Thu 2023-04-13 09:33:55 MSK; 4min 21s ago
Docs: man:nginx(8)
Main PID: 3169 (nginx)
Tasks: 2 (limit: 2217)
Memory: 4.7M
CGroup: /system.slice/nginx.service
3169 nginx: master process /usr/sbin/nginx -g daemon on; master_process o
3172 nginx: worker process
lines 1-10/10 (END)

Pucynok 5.1 — [IpoBepka cratyca ciayx0bl NQINX

YroObl 3aBEepIIUTH MPOIIECC, BHITIOJIHSIOMIUICS HA JaHHBII MOMEHT B TepMmuHaie Fly,
HE00X0AMMO HakaTh KoMOuHanuo Kiaasuir «Ctrl+Cy»
VYrpaBasaTe ciayk00# nginX MOXHO € MTOMOIIBIO CIIeAYIOIIero Habopa KOMaH;
— systemctl start nginx — 3amyCTHUThH CITyXKOY;
— systemctl stop nginx — OCTaHOBUThH CIIyX0y;

— systemctl restart nginx — Hepe3amyCTHTh CIIYKOY;

[PykoBomcTBO 10 ycTaHOBKE] 10
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— systemctl enable nginx — BKJIIOYUTH CIYXOY IpU 3arpy3Ke CUCTEMBI;
— systemctl disable nginx — OTKIIOYHJICA IIPH 3arpy3Ke CUCTCMBI.
Hlar 2. Ilpoeeputs paboTy BeO-cepBepa NQINX, 3amycTuB Jro0oi BeO-Opaysep,
YIOBJIETBOPSIONINN TPeOOBAaHUAM K paboyeMy MECTY IOJIb30BATENs, H BBEJIS B aIpECHOM CTpOKe

http://localhost. ITpu mraTHO#t paboTe BeO-cepBepa NQINX B Opay3epe OTKPOETCs MPUBETCTBEHHAS
crpanuna (Pucynok 5.2)

3 Welcome to nginx! — Mozilla Firefox - F X
Welcome to nginx! X +
(6] QO D localhost & =

Welcome to nginx!

If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.

For online documentation and support please refer to nginx.org.
Commercial support is available at nginx.com.

Thank you for using nginx.

Pucynok 5.2 — [IpoBepka paboTsl BeO-cepBepa NQinx

Urto06sl 00paTuThes K BeO-cepBepy NZinxX ¢ KOMIbIOTEPa U3 JIOKAJIBHOM CEeTH, HE0OX0IUMO
BBINOJIHUTH CJICIIYFOIINE ICHCTBUS:

— omnpenenuth [P-agpec cepBepa npuinokeHuid, Ha KOTOPOM YCTaHOBJIEH BeO-CepBEP
nginx, BeINMOJIHUB KoMaHy (Pucynok 5.3):
ip addr show ethO | grep inet | awk '{ print $2; }' |
sed "s/\/.*$//"

sysadmin@KOMP-11:~$% ip addr show eth® | grep inet | awk '{ print $2; }' | sed 's/\/.*§//'
192.168.40.133

fes80::8713:a5d0:91e2:dce

sysadmin@KOMP-11:-$ ]

Pucynok 5.3 — Onpenenenue |IP-agpeca cepepa npuiiosxeHui

— 3alyCcTUTh 000N BeO-Opaysep ¢ KOMIIbIOTEpa M3 JIOKAJbHOW CETH U BBECTH B
anpecHyro ctpoky IP-anpec cepBepa npunoxenwuii (PucyHok 5.4):
http://ip ampec cepBepa NpPMIOXEHUMN

@ Welcome to nging! x  + - B
<« C A Hesawnuwero | 192.168.40.128 e+ 0@ :

@ Cisco Systems, Inc.... m MAO3 | Trello Material Design lco.. @ Moagepska CO E3C »

Welcome to nginx!

If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.

For online documentation and support please refer to nginx.org.
Commercial support is available at nginx.com.

Thank you for using nginx.

Pucynok 5.4 — O6parienue k BeO-cepBepy NGINX U3 JTIOKAIbHOMN CETH
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5.2 YcranoBka n Hactpoiika CYB/I PostgreSQL n yruwinTsi
aAMUHUCTPUpPOBaHus pgAdmin

5.2.1 V¥Ycranoska CYB/] PostgreSQL B Astra Linux

B Astra Linux Common Edition nmo ymonuanuto Briatrouena CYBJl PostgreSQL Bepcuwu
9.6.20, moaToMy ClieAyIOIIKE IIark BBIMOIHIIOTCS Toibko B Astra Linux Special Edition.

I ar 1. Ha cepBepe npunoxxennii CuCTeMbI OTKPBITH MeHIO «I1ycKk», BBIOpaTh KaTEropuio
«CucTtemMHbIe), HAUTHU U 3aIyCTUTh KOMaHIHbIN uHTepnperatop « Tepmunan Flyy.

lar 2. OOHOBUTH K311l TAKETOB, BHIIIOJIHUB KOMaH/IY:
sudo apt update

Iar 3. YcranoBuTs AKTYaJIbHbIC 06HOBH€HI/I$I, BBITIOJIHUB KOMAHY:

sudo apt dist-upgrade

Ilar 4. YcranoButh naker PostgreSQL 11 crapmedd mocTymHON BepcHH, BBITIOIHHB
KOMaHJy:

sudo apt install postgresqgl-11
B mporiecce uteHust makeToB HEOOXOIUMO MOATBEPANTH YCTAaHOBKY, BBeIs «/I» u HaxaB
KHOTIKY «Entery.

Mlar 5. VYcranoButh yTWiuTy agMuHHCTpupoBaHus pgAdmin3 s PostgreSQL,
BBITMIOJTHUB KOMaH/Yy:

sudo apt install pgadmin3

B npouecce ureHust nakeToB HEOOXOAMMO MOATBEPAUTh YCTAaHOBKY, BBeAs «JI» 1 HaxaB
KHOTIKY «Entery.

5.2.2 V¥YcranoBka CYB/] PostgreSQL B PEJ] OC

Ilar 1. Ha cepsepe npusoxenuii Cucrems! OTKpeITh MeHIO «Ilyck», BBIOpaTh KaTEropHio
«CucreMHBIE», HAUTH U 3allyCTUTh KOMaHIHBIN HHTEpIpeTaTop « TepMuHamy.

lar 2. [IepexyrounThCS HA AAMUHUCTPATUBHYIO YYETHYIO 3aIUCh, BBIIIOJHUB KOMaHIy
su

Y BBEJIS IapOJIb OT YYETHOM 3alMCH CYIIEpIIOIb30BaTeNs 00t.

Ilar 3. OOHOBUTH K3III TAKETOB, BHIOJHUB KOMaH/Y:

dnf update

HMlar 4. VYcranoButh maker PostgreSQL crapmield MOCTymHOH BepcHH, BBITIOJTHHB
KOMaHJy:

dnf install postgresqgl-server

B npouecce ureHust nakeToB HEOOXOAMMO MOATBEPAUTh YCTAHOBKY, BBeAs «J» 1 HaxaB
KHOIIKY «Enter.

Iar 5. Co3xgaTtk cucTeMHbIe 0a3bl JAHHBIX, BHITTOJIHUB KOMaHTY:

[PykoBomcTBO 10 ycTaHOBKE] 12



N\
< TMK-LUeHTp
N

, IT-komnaumus

[MudopmanmonHo-ympasistomnias cucrema « Jkenept-/lucneryepy]

postgresgl-setup initdb
Hlar 6. Bkimtounts ciryx0y PostgreSQL, BeIOTHIB KOMaHY:
systemctl enable postgresqgl

Hlar 7. 3amyctuth cayx0y PostgreSQL, BoIIOIHUB KOMaHTTY:

systemctl start postgresqgl

Ilar 8. /loGaBuTh paspelieHue AJis MOAKIIOUEHHUS OT mHojib3oBatens root. [lns storo
OTKpbITH Postgresql.conf s peaakTupoBaHus, BBITOJHUB KOMAH/IY:

nano /var/lib/pgsqgl/data/postgresqgl.conf

Jo0aBuTh CTpoKy: listen addresses = '*'

Coxpanuth u3MeHeHus1, HaxaB «Ctrl+O», u moarBepanTh aeiicTBHE, HaxaB «ENnter»

Hlar 9. OtkpeiTh daiin pg_hba.conf st penakTupoBaHusi, BEIIOJIHIUB KOMAH/Y:

nano /var/lib/pgsqgl/data/pg hba.conf

B kauecTBe nepBoii cTpoku 100aBUTh CTPOKY: host all all 0.0.0.0/0 md5

Coxpanuts u3MeHeHus1, HaxaB «Ctrl+O», u moxrBepauTh neiicTBre, HaxaB «ENnter

Hlar 10. [Tepe3anyctuts ciryx0y PostgreSQL, BBIITOJIHUB KOMaH/Ty:

systemctl restart postgresqgl

IMMar 11. VYcraHoBuTh yTUIUTY aAMHHHUCTpUpoBaHUs pgAdmind i PostgreSQL,
BBITMIOJTHUB KOMaH/Yy:

dnf install pgadmind pgadmind-gt

B npouecce ureHust nakeToB HEOOXOAMMO MOATBEPAUTh YCTAHOBKY, BBeAs «JI» 1 HaxaB
KHOTIKY «Entery.

OHIII/IOHaJ'lLHO: YCTaHOBUTDH SI3BIKOBOM IMaKeT, BBIIIOJIHUB KOMaHY:

dnf install pgadminéd-langpack-ru
5.2.3 V¥YcranoBka CYB/ PostgreSQL B ALT Linux

Iar 1. Ha cepepe npuinoxxkenuit Cuctemsl OTKpbITh MeHIO «[Ipunokenus», BbIOpaTh
kareropuro «CHCTEMHBIEY», HAWUTH U 3allyCTUTh KOMaHAHBIA HHTEpIpeTaTop « TepMuHam».

Hlar 2. [lepexyrounThCs HA AAMUHUCTPATUBHYIO YUYETHYIO 3aUCh, BBIIIOJHUB KOMaHIy
su

Y BBEJIS IapOJIb OT YYETHOM 3alMCH CYIIEpIIOIb30BaTeNs 00t.

Iar 3. OOHOBUTH KAIII TAKETOB, BHITOJIHUB KOMaH/IY:

apt-get update

OnuMoHa/JILHO: YCTAHOBUTH aKTyaJbHbIE OOHOBJIEHUS, BBIMIOJIHUB KOMAaHY:

apt-get dist-upgrade

Ilar 4. YcranoBute maker PostgreSQL 11 crapmieil moCTymHOW BEpPCHH, BBITIOJHUB

KOMaHJTy:
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apt-get install postgresqglll-server

B nmpouecce ureHust nakeToB HEOOXOAMMO MOATBEPAUTH YCTAHOBKY, BBES «Y» M HaXKaB
KHOIIKY «Enter.
Iar 5. Co3aatk cucreMHble 0a3bl JaHHbBIX, BBIITOJHUB KOMaHY:

/etc/init.d/postgresqgl initdb

Hlar 6. Bkimtounts ciryx0y PostgreSQL, BeIOTHIB KOMaHY:
systemctl enable postgresqgl

Hlar 7. 3ayctuth cayx0y PostgreSQL, BEIOTHUB KOMaHITY:

systemctl start postgresqgl

Imar 8. VYcraHoButh yTWINTY agMuUHHUCTpupoBaHus pgAdmin3 s PostgreSQL,
BBINOJIHUB KOMaH[y:

apt-get install pgadmin3

B npouecce ureHus nakeToB He0OOXOAMMO NOATBEPAUTH YCTAHOBKY, BBE/I «Y» M HaXKaB
KHOIIKY «Enter.

5.2.4 TIpoBepka padotocnocoonocTu u nepsuyHas Hacrpoiika CYB/I PostgreSQL

Ilar 1. [TpoBeputs cratyc ciayx0b1 PostgreSQL, Boimontnue komanay (Pucynok 5.5):
systemctl status postgresqgl

sysadmin@KOMP-11:~% systemctl status postgresqgl
postgresql.service - PostgreSQL RDBMS
Loaded: loaded (/lib/systemd/system/postgresgl.service; enabled; vendor preset: enabled)
Active: since Thu 2823-84-13 89:43:24 MSK; 1min 18s ago
Main PID: 4727 (code=exited, status=0/SUCCESS)
Tasks: 0 (limit: 2217)
Memory: OB
CGroup: /system.slice/postgresqgl.service
sysadmin@KoMP-11:~$ |

Pucynok 5.5 — IIposepka cratyca ciyx0b1 CYB/] PostgreSQL

VYpasnarte ciyx60i PostgreSQL M0okHO ¢ TOMOIIBIO ClIeyIOIIEero Habopa KOMaH/I:

— systemctl start postgresgl —3amyCTHTh CIyXOY;
— systemctl stop postgresgl — OCTaHOBUTH CITYKOY;
— systemctl restart postgresgl — Iepe3amyCTUTh CIykKOY;
— systemctl enable postgresgl — BKIIOYHTH CIIyKOY MPH 3arpy3Ke CUCTEMBI;
— systemctl disable postgresgl — OTKIIOYUTH IIPHU 3arpy3KE CUCTEMBI.
Ilar 2. YcTaHOBUTH Mapoib OT YYETHOM 3amucH CIIyKeOHOTO MOJb30BaTelsl postgres,
OJIHUM U3 CIIEIYIOIINX CIIOCOOO0B:
B Astra Linux:

— BBINIOJIHATH BXOJ B CECCHUIO CIIYKEOHOTO TOJB30BATENS POStgres ¢ MOMOIIBIO
KOMaH/Ibl:
sudo su - postgres

[PykoBomcTBO 10 ycTaHOBKE] 14
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— TpUIYyMaTh U YCTAHOBUTH HAJCKHBIM MAPOIh OT YYETHOW 3alHUCH CIY>KEOHOTO
II0JIB30BATEIA pOstgres, BBINIOJIHUB KOMaHAY
psqgl -c "alter user postgres with password '<mapojp>'"

O6DaTHTe BHHMAaHUEC:

— BMECTO TEKCTa <IapoJjib> yKa3aTb yCTAHABIMBAEMBbIH 11apOJIb;
— TIapoJjb 3aKIIH0YACTCs B OAUHAPHBIC KABBIYKH,
— BCS KOMaHJa 3aKJIFOYAeTCs B ABOWHBIC KaBBIUKH.

— 3aBepHIUTh PabOTy B CECCHUHM CIY)KEOHOTO IIOJNB30BATENsl POStEres, BBHITOIHUB
KOMaHAy:
exit
B PEJl OC:
— 3aIlyCTUTh UHTEPAKTUBHBIN TepMuHan PostgreSQL:
sudo -u postgres psgl postgres
— BBECTH KOMaHZy:
\password
— INpHUAYMaTh U JBAX]bl BBECTH HaI€KHbII 1apoib OT YYETHOM 3aMucu ciyx’eOHOro
[I0JIb30BAaTENA postgres:
—  BBINATH U3 ceccuu psql:
\q
B ALT Linux:
— 3aIllyCTUTh MHTEPAKTUBHBIN TepMuHai PostgreSQL:
psgl -U postgres
— BBECTH KOMaHZy:
\password
— TpUIyMaTh U JABaKJbl BBECTU HA/IEKHBIN ApOJb OT YUYETHOM 3aIIUCH CITY>KeOHOTr0
II0JIB30BATENS postgres:
— BBIUTH U3 ceccu psql:
\q
Mlar 3. [lepe3anyctuts cinyx0y PostgreSQL, BBINMOIHUB KOMaHY:
systemctl restart postgresqgl

5.2.5 TIIpoBepka padoTOCNOCOOHOCTH YTHINTHI /IMUHMCTPUPOBAHNS, HA IPUMepe
pgAdmin3

Hlar 1. OtkpeiTe MeHIO «Ilyck», HaiiTi U 3amyctuTh «pgAdmin III» (Pucynok 5.6):
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(¥ pgAdmin 1

dain Mpaeka MaarvHel Bug  WHCTpyMeHTel 7

Yy-N P & -

yd & i -

Epaysep 0BbekTos 3] ~ v
CBOWCTBA  CratWcTika  3aBMCAMOCT  3aBWCUMbIE

B
CeoiicTea
:=| HeT cBOMCTE AN BhIAeneHHoro obbekTa
Manens 5QL 3]

FoToe.

0 ceryHg,

Pucynok 5.6 — Yrunurta anmuauctpupoBanus pgAdmin

Ilar 2. B mento «®aiin» BeIOpath MyHKT «/{00aButh cepBep...» (PucyHok 5.7):
\2¥ pgAdmin [T

mnpaBKa MaarvHel  Bug  KHoop

CoxpaHnTe onpegeneHne...

JobaewnTe cepeep...

Pucynok 5.7 — MeHto peructpaiui HOBOro ceppepa

Iar 3. Ha ¢popme peructpannu cepsepa BeIOpaTh BKIaAKy «CBoHcTBa» U B mone «ms»
BBECTU 3allOMHHAIOIIEECSd YHUKaIbHOE MMs MOJKIIOYeHHs! K cepBepy PostgreSQL, nHampumep
«PostgreSQL», B mone «Xoct» BBectu IP-anpec cepsepa PostgreSQL «127.0.0.1», a B mone

«[Taponey» BBECTH MApOJb OT YYETHOW 3aIllUCH CITY’KEOHOTO TIOJIB30BATENs POStgres W HaKaTh
kHonKy «OK» (Pucynok 5.8).
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HOBaR perncTpalmns cepeepa X

CBoWcTBa SSL| SSHTaHHenb| [ononHuTtensHo

Wwma PostgreSQL

Xoct 1127.0.0.1

Mopt 5432

Cnyxba

OBecnykuBane DB postgres v

Wma nonb3oBatens  postgres

Naponb FETTRTTTN

CoxpaHaTs napons (M)

Liser L 1
Ipynna Cepeepsbl v
Cnpaeka <Jok ‘ xOTMEHMTh

Pucynok 5.8 — HacTpoiika noJkIto4eHus pu perucTpanim cepsepa

IIar 4. YO6enutbes, 4TO MOIKIIOYCHUE BHITIOJHEHO YCIIENTHO U B Opay3epe 00BEKTOB
NPUCYTCTBYET COOTBETCTBYIOMIHI SK3eMIuisip PostgreSQL (Pucynok 5.9).

¥ pgAdmin 111

®aian Mpaeka MnaruHel Bug WHCTpymeHTBl ?

FO W@ - @
: v
CBOWCTBA  (TaTWcTMKa 3aBMCMMOCTM  3aBMCMMBbIE
2 [ lpynnel cepeepos
= [1 Cepeepsl (1) CsoiicTBO 3Hauetme l
=IMF] PostgreSOL (127.0.0.1: il SR IE PostgreSQL
E = basbl faHHbix (1) =| Cnywba
[_] postgres = Xocr 127.0.0.1

% Tabnmunsle npoctp| | = Agpec xocTa

[+

S8 Mpynnoesie ponu (8
£ Ponu Bxoaa (1)

[

Manens SQL =

MNonyyeHne nogpoBHOCTel O ce... postgres U3 postgres@127.0.0.1:5432 6 msec

Pucynok 5.9 — O603peBaTenib 00bEKTOB YTHIIUTHI 2 IMUHACTPHPOBAHHS
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5.3 VYcranoBka nakera padmemenusi .NET 6.0
5.3.1 YVYcranoBka .NET 6.0 B Astra Linux

Iar 1. Ha cepBepe npunoxxennii CuCTeMbl OTKPBITh MeHIO «I1ycKk», BBIOpaTh KaTEropuio
«CucreMHbIe», HAWTHU U 3aITyCTUTh KOMaHAHBIN nHTeprperaTop « Tepmunan Fly».

Iar 2. Bki1to4nuTh yCTaHOBKY MAKETOB € HCMOIb30BaHueM rpoTokosia HTTPS, BeimoHuB
KOMaHJy:
sudo apt install ca-certificates apt-transport-https

Hlar 3. /loGaBuTh KJIIOY TOANHCHIBaHHUA MakeToB Microsoft B CIHMCOK JTOBEpEHHBIX
KJIFOYEH, BBIITOJIHUB KOMaH/y:

sudo wget -0 -
https://packages.microsoft.com/keys/microsoft.asc | gpg --
dearmor | sudo tee /etc/apt/trusted.gpg.d/microsoft.asc.gpg
> /dev/null

Ilar 4. 3arpy3uth napameTpsl perno3utopust Microsoft, BeImoaHHB KOMaH/TY:

sudo wget
https://packages.microsoft.com/config/debian/9/prod.list -0
/etc/apt/sources.list.d/microsoft-prod.list

Ilar 5. OOHOBUTH K3III TAKETOB, BHIOJHUB KOMaHY:

sudo apt update

Hlar 6. Ycranosuts naker SDK u cpeny Bomonaenus st .NET 6, BBIITOIHUB KOMaHY:
sudo apt install dotnet-sdk-6.0

B mpouecce ureHus makeToB HEOOXOAMMO MOATBEPANTH YCTAHOBKY, BBeAs «JI» 1 HaxaB
KHOTIKY «Entery.

5.3.2 ¥YcranoBka .NET 6.0 B PEJ]l OC

Ilar 1. Ha cepsepe npumnoxenuii Cucrems! OTKpeITh MeHIO «Ilyck», BBIOpaTh KaTEropHio
«CucreMHBIE», HANTH U 3allyCTUTh KOMaHIHBIN HHTEpIpeTaTop « TepMuHamy.

Hlar 2. [lepexytounThCs HA AAMUHUCTPATUBHYIO YUYETHYIO 3aUCh, BBIIIOJHUB KOMaHAy
su

Y BBEJIS IApOJIb OT YYETHOM 3alMCH CYIIEpIIOIb30BaTeNs F00t.

ar 3. OOHOBUTH KAIII TAKETOB, BHIITOJIHUB KOMaH/IY:

dnf update

Iar 4. YcranoButs maket SDK u cpeny Boimonaenus ayis .NET 6, BHITOTHIB KOMaHTy
dnf install dotnet-sdk-6.0

B mpomecce ureHus makeToB HEOOXOAMMO TOATBEPIANTD YCTAHOBKY, BBeAs «JI» 1 HaxaB
KHOTIKY «Entery.
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5.3.3 V¥cranoBka .NET 6.0 B ALT Linux

Iar 1. Ha cepBepe npmioxkeHuit CucteMbl OTKpBITh MeHIO «lIpuiiokeHus», BHIOPATH
Kareroputo «CUCTEMHbIE», HANTH U 3aIlyCTUTh KOMaHHbINA uHTEpIpeTatop « TepmuHa».
Hlar 2. [lepexyirounThCs HA AAMUHUCTPATUBHYIO YUYETHYIO 3alUCh, BBIIIOJHUB KOMaHIy

su

U BBEJA IIapOJIb OT YYETHOM 3aIIMCH CyIIEpIIONIb30BaTens F0ot.

Ilar 3. OOHOBUTH K3I1I IAKETOB, BHIIIOJHUB KOMaH/Y:

apt-get update

OnuuoHAIBHO: YCTAHOBUTH aKTyaJIbHbIE OOHOBJIEHUS, BHIIIOJHUB KOMaHTy:

apt-get dist-upgrade

Iar 4. Ycranosuts naket SDK u cpeny Boinonnenus i NET 6, BbIIIOJIHUB KOMaHAY:
apt-get install dotnet-sdk-6.0

B mpouecce ureHus makeToB HEOOXOAMMO MOATBEPANTH YCTAHOBKY, BBEIS «Y» M HaXKaB
KHOIIKY «Enter.

5.3.4 IlpoBepka ycTaHOBJIeHHbIX Bepcuii cpeabl BbinoiHeHusi NET n nakeros SDK

[IpoBepuTh HanMuue ycTaHOBIEHHBIX Bepcuil cpeapl BeinmonHeHus .NET u makeros SDK
MOKHO, BBITIOJIHUB clieyronrie koman bl (Pucynok 5.10):

dotnet --list-sdks
dotnet --list-runtimes

sysadmin@KOMP-11:~$ dotnet --list-sdks

6.0.400 [/usr/share/dotnet/sdk]

sysadmin@KOMP-11:~% dotnet --list-runtimes

Microsoft.AspNetCore.App 6.0.8 [/usr/share/dotnet/shared/Microsoft.AsphetCore.App]
Microsoft.NETCore.App 6.0.8 [/usr/share/dotnet/shared/Microsoft.NETCore.App]
sysadmin@KOMP-11:~% |

Pucynox 5.10 — Ilposepka Bepcun .NET

YroObl MOJTYYUTh PACHIMPEHHBIC CBEICHHS O Cpejie, HEOOXOAMMO BBITOIHUTE KOMAHIY
(Pucynoxk 5.11):

dotnet —--info
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sysadmin@KOMP-11:~% dotnet --info

.NET SDK (reflecting any global.json):
Version: 6.0.400

commit: 7771abd614

Cpefla BLINOMHEHWA:

0S Name: astra

0S Version: 1.7_x86-64

0S Platform: Linux

RID: linux-x64

Base Path: /usr/share/dotnet/sdk/6.0.400/

global.json file:

Not found

Host:
Version: 6.0.8
Architecture: x64
Commit: 55fh7ef977

.NET SDKs installed:
6.0.400 [/usr/share/dotnet/sdk]

.NET runtimes installed:

Microsoft.AspNetCore.App 6.0.8 [/usr/share/dotnet/shared/Microsoft.AspNetCore.App]
Microsoft.NETCore.App 6.0.8 [/usr/share/dotnet/shared/Microsoft.NETCore.App]

Pucynok 5.11 — Ilony4enue pacmupeHHbIX cBefieHnii o miargopme .NET

5.4 Hacrpoiika npaBuJI JJIf 3J1eKTPOHHOT0 Kiaw4a Guardant

Iar 1. 3arpy3uts Ha cepBep npuiokeHnit CHCTEMBbI apXHB, BKITIOYAIOIINIT HA0OP MPaBII
nust udev (udev-rules.tar.gz):

https://owncloud.aktiv-company.ru/owncloud/s/MY119ukhOnTW5P8

Ilar 2. OtkpbITh MeHIO «Ilyck», HalTH U 3amycTUTh « TepMuHam.

Iar 3. [epeiiTu B nmanky ¢ apxuBoM udev-rules.tar.gz (o yMOT4aHUIO Manka «3arpy3Kn»
TEKYIIIETO M0JIb30BaTEs), BHIITOJHUB KOMaHAY:

cd /home/<Tekyummii MOJbL30BATEJIL>/3arpy3KNu

OGDaTI/ITC BHUMAHUE. BMECTO TEKCTA <TCKyH.IPII>i M10JIb30BATEJIb> yKa3aThb MM TEKYILIETrO

IIOJIB30BAaTECIIA.

IMepen BwimomHenueMm cienytomero mara B PEJl OC u ALT Linux nHeoOxoaumo
MEPEKIIIOUNTHCS Ha aIMUHUCTPATUBHYIO YUETHYIO 3aIMCh, BHITIOJTHUB KOMaHAY SU U BBESI TAPOJIh
OT Y4ETHOM 3alKCH CyNepIioib3oBarens root.

Ilar 4. PacmakoBath ¥ yCTAaHOBUTD MPaBUJIA, BBIMTOIHUB KoMaH 1l (PrcyHoK 5.12):

tar -xvf udev-rules.tar.gz
./install.sh
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sysadmin@KOMP-11:~% cd /home/sysadmin/3arpys3kmu
sysadmin@KOMP-11:~/3arpy3kn$ tar -xvf udev-rules.tar.gz
95-grdnt.rules

install.sh

sysadmin@KOMP-11:~/3arpy3kn$ ./install.sh

I RS SRS R SRR SRR SRS AR R RS ER R SR RSER R R SRR SRR R RN RN SRR EEEEEEEEEES]

Copy 95-grdnt.rules

IS RS SRS RSN SRR S SRS SRR SRS ER N SRR SRR NSRS ERNEREEEEEEREEEEEEEEEEEEEEE]
IS S SRS AR SRR R RN SRR EER R RN EEREEREEEREEEEEEEEEREEEEEEEEEEEEEEEEEEEEEEE]

Reload udev rules without restarting udev
IS RS SRS SRS ES RSN E NSNS NSNS SRS NEEEEEEEEEEEE R

(A A S AR AR SRR R RN SRR N RR R R RN ERR SRR RRERER RN RRENEREEEEEEEEEEESEEESE]

You must reconnect dongle
IR AR SRS SRS SRR E RN E RS E NSNS E RN REESEEEEEEEEEEEEEEEEEEEEEEEES]

sysadmin@KOMP-11:~/3arpyzku$ |

Pucynok 5.12 — YcranoBka npaBa Ha YTE€HHE U 3aMKCh IS (paiina ycTponcTBa,
MIPEICTABIISAIONIET0 SJIEKTPOHHBIH Kitou Guardant

Hlar 5. [TogcoenuHuTh 3NMEKTPOHHBIN KiTto4 3amuThl Guardant Sign k cBoboanomy USB-
MOPTY cepBepa NMpuiokeHnit CucTeMsl.

5.5 ¥YcranoBka BcnomMorareJbHBIX KOMIIOHEHTOB IJIA TECHEPAIIUN OTYETHBIX
$opm
Iar 1. Ha cepBepe npunoxxenuit CucteMbl OTKpbITh MeHIO «Ilyck», HaliTH U 3amyCTUTh
«TepmuHamy.

[Tepen Bemmonnenuem cieayromiero mara B PEJI OC u ALT Linux Heob6xomumo
NEPEKITIOYNTHCS Ha aIMUHICTPATUBHYIO YUETHYTO 3aIMCh, BRITIOJTHUB KOMaH/Ty SU M BBE/IS TapOITh
OT YYETHOM 3alHiCH CyNeproib30Baress root.

Iar 2. YcranoButs 6u6nuoteky libgdiplus, BIMOITHUB KOMaHY:
B Astra Linux:

sudo apt install libgdiplus

B PEJ] OC:

dnf install libgdiplus

B ALT Linux:

apt-get install libgdiplus

B nponecce urenns nakeToB HEOOXOAMMO MOATBEPIUTH YCTAHOBKY, BBeAS «/[» u HaxaB
KHOIIKY «Entery.
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6 YcranoBka CucremMbl

6.1 Pa3memenue paiisioB CucremMmbl

Ilar 1. CxomupoBath manky «install» ¢ ycTaHOBOYHOrO AMCKa Ha JIOKAJBHBIA JIHUCK

cepsepa npuioxenunii (Pucynok 6.1).

I install - Menemxep hainos

@ain Buo CeTe Cepeuc HacTpolka Cnpaexa
™ G Mankn DBHJJ, v D:l @
Anpec: home >OoMawHAs »Paboywmii cton 1 >disk_[x64 > install
e disk_Ix64 © btz update.zip
docs . || @ scripts.zip
|
e W install e wezip
® btz_upda license.dat

L

>

O

37.01 6 ceobogHo 4 aneMeHTa

Pucynok 6.1 — Ctpykrypa nanku «instally

Hlar 2. N3eneus daiiner Cucrembl u3 apxuBa «../install/we.zip» Ha nokanbHbBIH THCK
cepBepa NPWIOKEHNUH B Manky /var/Www/, BBITOIHUB KoMaHay (Ommoka! UCTOUYHHK CCBLIIKH
He HaiiIeH.):

sudo unzip <nyTb k nanke install>/we.zip -d /var/www/

OOparuTe BHMMaHHE. BMECTO TeKcTa <MyTh K Mamke install> yka3zaTh MOJHBIA MyTh K

narnke install Ha cepBepe npuIOKEHHIA.

B ALT Linux: ycraHOBHTb peakTop Nano, BHIIIOIHHB KOMaHIY:

apt-get install nano

Iar 3. OTkpeITh (aitn koHurypauun CucteMsl appsettings.json A peAakTHPOBAHUS B
TepMHHAJIE, BBHIMOJHUB KoMaHy (Pucynok 6.2):

sudo nano /var/www/we/appsettings.json

"Logging": {
"LogLevel":
"Default":

H
¥
"AllowedHosts":
"DbServerType": "POSTGRES",
"ConnectionStrings": {

"DbConnection": "Host=;Port=5432;Database=dbwe;Username=postgres;Password="
}

}

{

"Warning"

Pucynok 6.2 — Bug kondurypammonnoro ¢aiina appsettings.json B penakrope Nano
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IMar 4. Beimonnute HacTpoilky nonkimroueHuss Kk CYBJl PostgreSQL, yxazaB i
napamerpa «DbConnectiony crpoky noaxmouenus B cieayromem Gopmare (Pucynok 6.3):
Host=<uwms cepsepa B/[>;Port=<nopm>;Database= <ums b/]>;
Username=<noawzo6amens>;Password= <naponv>, rae
— <wums cepBepa BJ[> — ums (ip-aagpec) cepBepa 6a3 manubix (localhost, ecmu CYB]] u
Cucrema ycTaHOBJICHBI Ha OJTHOM CEepBEpe);

— <mopTt> — nopt, Ha KOTopoM padoraet PostgreSQL (mo ymomuanuto 5432);

— <ums B/I> — ums 6a3el ganHbIX (110 ymordanuto dbwe);

— <moJp30BaTelib> — MM TOJb30BaTelNisd, KOTOpbIA uMeeT mpaBa jgoctyna kK CYB]]
PostgreSQL (Hanpumep, Cyrepnoyib30BaTelb postgres);

— <[apoJjb> — NapoJib I10JIL30BaTEII.

CoxpanuTh U3MeHeHHs, HakaB «Ctrl+O», 1 moaTBepAUTh ACHCTBUE, HAXKaB «Enter.

{
"Logging": {
"LogLevel": {
"pDefault":

}
3,
"AllowedHosts":
"DbServerType":

"ConnectionStrings": {
"DbConnection":

}
H

Pucynok 6.3 — I[Ipumep 3ananus ctpoku noaxmouerus k CYB/] PostgreSQL

Ilar 5. CkomupoBath ¢aiin «../install/license.daty» Ha nokanpHBIH AHUCK cepBepa
NPUIIOKEHUH B MAIKy /var/Www/we, BBITIOJTHUB KOMaHJTy:

sudo cp -R <nyTb k mamke install>/ license.dat
/var/www/we/license.dat

OOparuTe BHMMaHHE. BMECTO TeKCcTa <MyTh K Mamke install> yka3aTh MONHBIA MyTh K

nanke install Ha cepBepe npuIOKEHHIA.
Ilar 6. IIpoBepuTh pabOTOCIIOCOOHOCTH TPHUIOKEHHS BBIIIOIHUB Ha CepBepe
MPUIOKEHUH CIETYIONIYIO TOCIEI0BATEIHbHOCTh ICHCTBUIA:
—  3aIlyCTHTh MPHIOKCHHUE:
cd /var/www/we
dotnet WE.Site.dll
— 3amyCcTUTh 000U BeO-Opaysep, yAOBIECTBOPSIOMMA TpeOOBaHUSIM K pabouemy
MECTY IOJIb30BaTes, U MEPEUTH Mo aJipecy:
http://localhost:5000
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(38 WYC «3kenept - Quenetueps x  +

o0

&« C @ localhost:5000/Account/Login?ReturnUrl=%2F

[e

ABTOpU3aLMA

KMma nonszogatenn
Maponk

JAna nonyueHnA y4eTHol 3anKcK obpaTMTeck k

AAMUHICTPATOPY
BbINOAHWUTL BXOA

Pucynok 6.4 — Crpannna Bxona B Cucremy

— OCTAaHOBUTD BBINTIOJIHCHUEC ITPHUJIOKCHU S, HA’)KAaB B TCPMUHAJIC KOM6I/IHaHI/IIO KJIaBUIII

«Ctrl+Cp.

6.2 Co3nanue ciry:0bl aBTo3anmycka CucreMsbl

s aBro3amycka W MoHHTOpHHTa CHCTEMBI HEOOXOJMMO WCIOJIL30BaTh CHCTEMY
WHUIHAIN3AUA systemd, MpeIoCTaBISIFOIIYI0 pa3TuvHbIe (QYHKITUH JIJIS 3aIyCKa U OCTAaHOBKH
MIPOIIECCOB, a TAKXKE YIPABIICHUS UMHU.

Har 1. Co3gats daiin onpenenenust ciykO0bl aisi CUCTEMBI, BBITIOJIHUB B TEPMHUHAJIE
xomany (Pucynok 6.5):

sudo nano /etc/systemd/system/we.service

Appec: KoMnbloTep »®dainoeas cucteMa »etc »systemd > system

V isplay-manager.service w usbipd.service
" apacheZ.service.d uspend-to-hibernate.service [ BRI

astra-safepolicy.targe v uspend-to-poweroff.service

L T A = |

Pucynok 6.5 — ®aiin onpenesneHus ciyxObl

Ilar 2. BeraButs B pegaktope Nano cienyromuii pparMeHT KoJa:

[Unit]
Description=WE on Linux

[Service]
WorkingDirectory=/var/www/we
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ExecStart=/usr/bin/dotnet /var/www/we/WE.Site.dll
Restart=always

RestartSec=10

SyslogIldentifier=we-syslog

User=root

Environment=ASPNETCORE ENVIRONMENT=Production

[Install]
WantedBy=multi-user.target

Coxpanuth u3MeHeHus, HaxaB «Ctrl+O», u moaTBepauTh AelicTBHE, HaxaB «Enter»
(PucyHok 6.6).

GNU nano 3.2 /etc/syster

[Unit]
Description=WE on Linux

[Service]

WorkingDirectory=/var/www/we
ExecStart=/usr/bin/dotnet /var/www/we/WE.Site.dll
Restart=always

RestartSec=10

SyslogIdentifier=we-syslog

User=root
Environment=ASPNETCORE_ENVIRONMENT=Production

[Install]
wWantedBy=multi-user.target

Pucynok 6.6 — Conepxxumoe (aiina we.service B pegakrope Nano

Iar 3. Bkatounts city:x0y [1K «Beb-OkcnepTy, BBIITOJIHUB KOMaHY:

systemctl enable we.service

Hlar 4. 3anyctuth cayx0y 1K «Beb-OxcnepT», BHIIOIHUB KOMaHTY:

systemctl start we.service

Ilar 5. ITposeputs cratyc cinyx0sb! [1IK «Bed-Dkcnept», Beimonaus koManay (PucyHok
6.7):

systemctl status we.service

sysadmin@KOMP-11:~% systemctl status we
we.service - WE on Linux
Loaded: loaded (/etc/systemd/system/we.service; enabled; vendor preset: enabled)
Active: since Thu 2023-04-13 10:22:25 MSK; 9s ago
Main PID: 11043 (dotnet)
Tasks: 15 (limit: 2217)
Memory: 106.8M
CGroup: /system.slice/we.service
L-11043 /usr/bin/dotnet /var/www/we/WE.Site.dll
sysadmin@KOMP-11:~$ ]

Pucynok 6.7 — Cratyc ciy>k0b1
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lar S. [1epe3arpy3uTs cepBep NPUIOKEHUH U TPOBEPUTH pab0TOCTIOCOOHOCTh CHCTEMBI,
3aIlycTUB Opay3ep U nepeis 1o aapecy:

http://localhost:5000

Tak xak Cucrema ympaBinsieTcs systemd, Bce COOBITHSI U MPOIECCHl PErUCTPUPYIOTCS B
[EHTPAIIM30BaHHOM JKypHaie. YToObl MpPOCMOTPETh DSJIEMEHTHI, CBA3aHHBIE C We.service,
HEOOXOIMMO BBIMOJIHUTE CAEIYyOIy 0 KoMauay (Pucynok 6.8):

sudo journalctl -fu we.service

sysadmin@KOMP-11:~% sudo journalctl -fu we.service

- Logs begin at Thu 2023-04-13 09:20:04 MSK. --
anp 13 10:22:25 KOMP-11 systemd[1]: Started WE on Linux.
anp 13 18:22:26 KOMP-11 we-syslog[11043]: warn: Microsoft.AspNetCore.DataProtection.KeyManagement.XmlKeyMana
ger[35]
anp 13 18:22:26 KOMP-11 we-syslog[11843]: No XML encryptor configured. Key {636d8fdd-844c-4fe4-b052-0d
5e63clce67} may be persisted to storage in unencrypted form.

Pucynok 6.8 — XKypHai cobbITHii, cBsi3aHHBIX ¢ CUCTEMO

6.3 Hacrpoiika Be6-cepBepa NginX B KauecTBe 00PaTHOT0 MPOKCH-CEPBeEpa

Hlar 1. Ha cepsepe npuinoxxenuii Cuctemsl OTKpbITh MEHIO «IlyCk», HAlTH U 3alyCTUTH
«TepmuHam.

OOparute BHUMaHUE: PpH BeimoHeHHH B ALT LiNUX MpUBeIeHHBIX HUYKE KOMAH/T MAKH
sites-available u sites-enabled meoOGxomumo 3amensTs Ha Sites-available.d u sites-enabled.d
COOTBETCTBEHHO.

Hlar 2. Yaanute (npu Hannuuu) daitiel KoHGUTypau 00OpaTHOTO MPOKCH-CEpBEpa,
CO3/IaHHBIE 110 YMOTYAHUIO BO BpeMs YCTAHOBKH NZinX, MOCIE0BATEIHLHO BHITIOTHUB KOMaH/IbI:

sudo rm /etc/nginx/sites-enabled/default
sudo rm /etc/nginx/sites-available/default

Iar 3. Co3nath (IpyU OTCYTCTBUU) MAINKU XpaHEeHUs (PaiiiioB KOHPUTypau 0OpaTHOTo

IIPOKCHU-CEPBEPA, BHITIOIIHUB KOMaHTY:

sudo mkdir /etc/nginx/sites-enabled /etc/nginx/sites-

available

Ilar 4. [Tanka sites-available yka3biBaeT BeO-cepBepy nginx, Kakue BeO-calThl JOCTYITHbI
Ha TeKyIeM cepBepe [yt oopaboTku. Co3aats B narke sites-available ¢aiin kondurypanuum nginx
nust mepenanpasnennss HTTP-3anmpocoB B CructeMy, BBIOTHUB KoMaHy (PucyHok 6.9):

sudo touch /etc/nginx/sites-available/we.conf
sysadmin@KOMP-11:~% sudo touch /etc/nginx/sites-available/we.conf

B sites-available - Menegkep daitnos

®ain Bwg CeTte CepeBwc HacTpoika Cnpaeka

b s Mankw DBHJIL » D:I @
Appec: KomnbloTep »dalnoeas cucTeMa »etc »nginx » sites-available

M sites-available | [0 we.conf

Pucynok 6.9 — Coznanue (aitia koHpuryparuu oopaTHOr0 MpoKCH-CepBepa
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Hlar 5. OTkpeITh Qailyl KOHGUTYpaIH TSl pEAAKTHPOBAHUS, BHIIIOJIHUB KOMaH/Y:
sudo nano /etc/nginx/sites-available/we.conf

BcraButh B penakrope Nano cienyrommii pparMeHt koja:

server {
listen 80;
location / {
proxy pass http://localhost:5000;

proxy http version 1.1;
proxy set header Upgrade S$http upgrade;
proxy set header Connection keep-alive;
proxy set header Host Shost;
proxy cache bypass Shttp upgrade;
proxy set header X-Forwarded-For
$proxy add x forwarded for;
proxy set header X-Forwarded-Proto S$scheme;

}

}

Haxarp «Ctrl+O» u moaTBepauTh aeiicTBue, HaxkaB «Enter».

GNU nano 3.2 /etc/nginx/sites-available/we.conf
server {
listen 80;
location / {
Proxy_pass http://localhost:5000;

proxy_http_version 1.1;

proxy_set_header Upgrade $http_upgrade;

proxy_set_header Connection keep-alive;

proxy_set_header Host $host;

proxy_cache_bypass $http_upgrade;

proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for;
proxy_set_header X-Forwarded-Proto $scheme;

Pucynok 6.10 — Hactpoiika ¢aiina koHpHUTypaum oOpaTHOTO MPOKCH-CepBEpa

IIar 6. Co3naTh CHMBOJHYECKYIO CCHUIKY Ha aitn we.conf B mamke sites-enabled, B
KOTOPOM OTpakaroTCs 3almyleHHbIe NZINX CAHThI, BBIMOJIHUB KOMaHY:

sudo 1ln -s /etc/nginx/sites-available/we.conf
/etc/nginx/sites-enabled/we.conf
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M sites-enabled - Menemxep dainos

arn Bwag Cetb Cepewuc HacTpoika Cnpaeka
b v c Mankwn |:| Bug D:l 0
Anpec: KoMmnbloTep > @alnoBas cucteMa »etc »nginx > sites-enabled
I sites-enabled b we.conf
snippets

Pucynok 6.11 — Coznanne CHMBOJIMYECKOM CCHUIKU

Mlar 7. OTkpbITh (haiin KOHPHUTypauu Nginx sl pelaKTHPOBAHMS, BBITOJHUB KOMaHY:

sudo nano /etc/nginx/nginx.conf

— B pazgen http fo6aButk napamerp client max body size 99M;

— ynaanuth (Ipu HaauyuK) OJ0K server {};

— 100aBUTH (IIPU OTCYTCTBHH) CTPOKY
include/etc/nginx/sites-enabled/*;

Haxatb «Ctrl+O» u moaTBepaUTH eicTBUE, HaXxKaB «Entery.

Hlar 8. [lepe3zanmycTuTh BeO-cepBep Nginx, BHIMOIHUB KOMaHIY:
systemctl restart nginx

UYroObl yOennuThCcsi B KOPPEKTHOCTH yCTaHOBKM CHCTEMbI, HEOOXOJUMO 3alyCTUTh Ha
ceppepe mnpusoxkeHudt Cuctemsl  BeO-Opaysep, YJIOBIETBOPSAIOIINN

TpeOOBaHUSIM K
POrpaMMHOMY 00eCIIeYeHHIO pabodyero Mecra moJib3oBares (pa3zaern 3.3).

Oo6partutscs k Cucreme, BBels B aJIpeCHOM CTpoKke Opay3epa CChIIKY, yCTAaHOBJICHHYIO Ha

dopme «lIpuBsizku caifra» (mo ymomuanuto localhost). OTkpoercst popma ayTeHTU(UKAUH
nosb3oBareis (PucyHnok 6.12).

() WYC <3kcnepr- Jucnerueps X

&« C @ localhost/Account/Login?ReturnUrl=%2F

[«

o9 :
AesTopwusauma

Wmsa nons3osatens

Mapons

[LAA Moy HEHIA YHETHOI 3aMMCW OBPATHTECE K AAMMHICTPATORY

BLiNoAHUTE BXOA

Pucynok 6.12 — Ctpanwura Bxoaa B CucreMmy
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[lo ymom4yanwio B TMOJH30BATEILCKONH OONACTH JAaHHBIX COJEPKUTCS YCIOBHBIN
I0J1b30BaTENb C POJIBIO « AIMHHUCTPATOPY, VISl KOTOPOTO YCTAHOBJICH JIOTHH H Iaposib — admin.
Beectn B moms «MMs mosb3oBatens» U «llaponb» 3HaueHHe «admin» W HaXaTh KHOIKY
«Boimoaauts Bxoa» (Pucynok 6.13).

A
(38 Jlewra nosocrei x +
& C @ localhost R n | °

(@ WYC «3kcnepT-Aucnetuepn’-®0

[naeHana / Jflenta HoBoCTE#H

CTPYHTYpHEA
eANHWLE MapameTp nowcka TeHCT sanpoca

AD ¢CO E3Cnx = HoeocTe - BeeauTe YaCTb TEHCTE HOBOCTH

P
'y
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Pucynok 6.13 — Bxox B Cuctemy 1moj y4eTHOH 3amuchio «AaMuHAcTpaTop MA»

[lepeiitn Ha crTpanuny «AaMuHUCTpUpOoBaHHE/CHCTEMHBIE HACTPOWKW» W BBHIOpPATH

BKIaIKy «JIMieH3us». YOeIuThes, 9TO OTOOPaKalOTCS KOPPEKTHBIC JIMICH3MOHHBIE JTAHHbIE
(Pucynok 6.14).

ALMWHMCTPUPOBaHKWE [ CUCTEMHbIE HACTPOMKM

OBwme MuueHzKA CpoHu XpPaHeHWA DaHHbIX I'apamenzzl OTAPaEKK NOUTEI

OpraHuzayma: 000 TME-LieuTp

TUn AMLEHIMH MocToAHHaA

Knrou npogykra: 1leQef357-d4fa-40f4-811b-6d5elfclchsf
AnnapaTHBIA KA: 1058287881

Cnywarenei: 10

ATTecTyembix: 10

MeTogucToB: 10

Pucynok 6.14 — JIunensus
7 OoHoBiaeHue CucreMbl

JInst XpaHeHusI Pe3epBHBIX KOMHI CHCTeMbl HeoOXxomumo co3aath manky WEBackup B
daiinmoBom xpanunuiie Komnanun.

Hlar 1. CxomupoBare manky «instally ¢ yCTaHOBOYHOTO IHMCKa Ha JIOKAIBHBIA JHCK
cepBepa MPUIIOKEHHUI.

Ilar 2. Ha cepsepe npunoxxenuit CucreMsl OTKpbITh MeHIO «Ilyck», HaliTH U 3ayCTUTh
«Tepmunam». OcranoButh CucreMmy u BeO-cepBep Nginx, BHIMOIHUB MOCIEI0BATEIEHO KOMAH/IbI:
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systemctl stop nginx
systemctl stop we

Hlar 3. [lepeiitu B nanky /var/www/we/wWwwroot/temp U OYHCTUTH €€ COACPKUMOE.

Iar 4. Co3nate B manke WEBackup manky ¢ umenem Tekymiedt Bepcun CHCTEMBI U
CKOITUPOBATh B HEE TAIIKY /var/Www/we.

Iar S. [epeiiTu B manky /var/www/we/ 1 yIanuTh Bce Gaiiabl, KpoMe «appsettings.jsony

u «license.daty.

Ilar 6. M3eneus daitner Cucremsl u3 apxuBa «install/we.zipy Ha JTOKaJbHBIA JHUCK
cepBepa TMPWIOKCHUH B pasnen /var/www/we/, He 3ameHsst (aiibl «appsettings.json» u
«license.dat».

Iar 7. 3anyctuth yrunury agmuauctpuposanus CYB/l, nogkmountses k cepsepy b/l u
BBIIIOJIHUTH pe3epBHOE KOIIMPOBAaHHE 6a3b1 JAHHBIX dbwe B MarKy
WEBackup/rexymas_sepcus/db.

Hlar 8. M3eneus ¢aiiiel ckpuntoB u3 apxuBa «install/scripts.zip» u BbITOTHUTH
obHoriienre b/l CucteMbl ¢ TIOMOIIBIO YTHINTHI aIMHUHUCTPHUPOBAHKS COTJIACHO CIICAYIOLIEMY
HpaBUITY:

—  BBINOJHSIOTCS TOJBKO CKPHUITHI, B HAMMEHOBAHUHM KOTOPBIX YKa3zaHa BepcHs, OOJbIIast

Tekymiel Bepcun CUcTemsl,

—  CKPHIITHI BBITIOJHSIOTCS B TIOPSKE BO3PACTAHMSI HAUMHAS C TOCIICAHEH MO3HIINHY;

— T.e. ecniu Tekymas Bepcust Cucremsl 1.0.0, a ycranaBnuBaemoe oOHoBienue 2.0.0, To
CKPUNTHI JIOJDKHBI BBIMIOIHATHCSA B ciienyromeM mopsiake 1.0.1 — 1.0.*, 1.1.0-1.1.%, ...,

2.0.0.
Iar 9. 3anyctuts CucremMy U BeO-cepBep nNginx, BHIMOIHUB KOMaHIb:

systemctl start nginx
systemctl start we

Ecnu B mponecce oOHoBieHHs CUCTEMBbl BOZHHUKJIM OMIMOKH MM TOCJIE YCHEIIHOTO
oOHoBieHust Cuctema (QYHKIMOHUPYET HEKOPPEKTHO, CIEAYeT BBIOJHUTH OTKAT K
npeablaylel BepCHH, BHIIIOJIHUB CIEAYIOUINE IEHCTBUS:

Ilar 1. Ha cepsepe npuioxxenuit Cuctemsl OTKPBITE MEHIO «IlyCk», HATH U 3aIlyCTUTH
«Tepmunany». OcranoBuTh CucteMy u BeO-cepBep Nginx, BBIIOIHUB KOMaHIbI:

systemctl stop nginx
systemctl stop we

Mar 2. VYpanure mnanky /var/Www/we W CKONMpoOBaTb B /var/www/ Tanky
WEBackup/nipensinymas_Bepcus/we.

Hlar 3. 3anyctuth yrrimmrty aamMuauctpupoBanns CYB/], nmoakmountses k cepeepy b/l n
ynanuts bJ1 dbwe.

Hlar 4. BoccranoButs b/[ Cuctemsl U3 pe3epBHOM KONTUU
WEBackup/ npensinymias_Bepcus/db
Hlar 5. 3anyctuts Cucremy u BeG-CcepBep Nginx, BHIMOJIHUB KOMAH/IbI:
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systemctl start nginx
systemctl start we

8 VYnaiaenue CucreMbl

Jns ynanenust CucreMbl HEOOXOIUMO BBIITOJIHUTD CIIEAYIOLIUE JeHCTBUSA:
Iar 1. Ha cepsepe npunoxxenuii CucreMsl OTKpbITh MeHIO «llyck», HaliTH U 3aIyCTUTD
«Tepmunan». OctanoButh CrucreMy U BeO-cepBep Nginx, BHIIOIHUB KOMaHIbL:

systemctl stop nginx
systemctl stop we

Hlar 2. Y nanuts nanky c ¢aitnamu Cucremsl /var/www/we.

Ilar 3. 3anycrute yrunury agmuHucTpupoBanus CYB]l, BBINOIHUTH MOJKIIOYCHUE K
ceprepy b/l u ynanuts BJI dbwe.

9 Axkryanu3zanus 0a3bl TECTOBBIX 3aJaHUI U 3JIEKTPOHHOI OMOJIHOTEKH

ITocne BbIMOJHEHUS HepBH‘IHOﬁ YCTaHOBKHU CucreMsl WM IIpU MMOJYYCHUHU OUCPCAHOIO
OOHOBJIEHUS BHCKTpOHHOI‘/‘I OMOIMOTEKH M 0a3bl TECTOBBIX 3aJJaHui CI/ICTCMH, H€O6XOI[I/IMO
BBITIOJITHUTD CJICAYIOIIUC JICHCTBHSL:

IIar 1. Ha cepsepe npunoxxenuit CucreMsl OTKpbITh MeHIO «llyck», HaliTH U 3aIyCTUTH
«Tepmunan». OctanoBuTh CrcteMy U BeO-cepBep Nginx, BHIIOIHUB KOMaHIb:

systemctl stop nginx
systemctl stop we

Mlar 2. 3anyctuth yrumty aamuauctpupoBanus CYBJI, moaximrounThes k cepBepy b/ u
BBIIIOJIHUTH pe3epBHOE KOIIMPOBAaHHE 6a3bl JAHHBIX dbwe B MarnKy
WEBackup/UPDATEITTTMMJIJT/.

Ilar 3. CkomupoBaTh manky «install» ¢ ycTaHOBOYHOTO AKMCKa Ha JIOKAIBHBIA JIHUCK
ceppepa  mpwiokeHuil.  M3Bneub  (Qaiinel  mporpamMmbl  OOHOBIEHHS W3 apXxuBa
«install/btz_update.zip».

Iar 4. 3aHYCTI/ITB IMPUIIOKCHUEC, BBIIIOJIHUB CIICAYIOIINEC KOMAaHIbI:

cd ../btz_ update
dotnet WE.Data.Asop.Converter.dll

ar 5. Yka3ate Hactpoiiku noakatoueHus Kk bl Cucremsr:

— ums cepepa b/ — ums (ip-aapec) cepepa 6a3 nannbix (localhost, ecmu CYB/] u Cucrema
YCTAHOBJICHBI Ha OJTHOM CEpBEpE);

— TOPT — MOPT, Ha KOTopoM pabdoTaeT PostgreSQL;

— wumsa bJl — ums 6a3el JaHHBIX;

— II0JIb30BaTeNb — UMsI II0JIb30BaTENsl, KOTOpBIN uMeeT npasa ngoctyna k CYB/[ PostgreSQL;

— mapoib — napoiis nons3oparens (Pucynok 9.1).
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---NapameTpbl NogknwyeHna K B MK «Beb-3kcnept WL»---
BeeqMTe uMA WNW CeTeBOil ajpec aK3ewmnnsapa PostgreSQL:
127.8.08.1

Beegute TCP-nopT cepeBepa PostgreSQL:

5432

BeegnTe umA 06a3bl JaHHLIX ANA NOAKAKWYEHWA:

dbwe

BeeqnTe WAeHTUGWKATOP yuyeTHoW 3anmcu PostgreSQL:
postgres

BeeAuTe napofib Ans ydeTHOW 3anucu PostgreSQL:
EEEXREEKREE®

Mogkniouenve K B NK «Beb-3KcnepT WL» BLIMONHEHO YCNewHo!

Pucynok 9.1 — IToakmrouyenue k BJ[ PostgreSQL

IlIar 7. IloaTBepauTh 3amyck mporecca OOHOBJICHUS, HaKaB JIOOYIO KIIABHIIY, HIU
OTMEHHUTH OOHOBJICHHUE, BB/ CUMBOI «Y» (PucyHnok 9.2).

3anycTWTb Mpolecc 06HOBNeHWA? [lNA 3aBepueHWAa paboTs NMPOrpamMvsl BBEAWTE Y
\Y. JAS NpoAo/IKeHUA HAaXMUTE Ha Mbyl Knaeuuy.

06HOBMeHWe pa3/efoB 3MeKTPOHHOW 6GUBNNOTEKM
lobaeneHo: 5; 06HOBNeHo: @; YpganeHo: O 3anuceil.

06HOBMEeHWe [O0KYMEHTOB 3MeKTPOHHOW OMBNNOTEKW. ..
JobaeneHo: 488; 0O6HoBneHo: 8; YganeHo: @ 3anucei.

06HOBNEHWe TecTOBbIX 3ajaHuii W BapuaHTOB OTBETOB
JlobaeneHo: 18663; 06HOBNeHo: 0 YaaneHo: O 3anuceil.

Co3jaHWe [JeMOHCTPALWOHHLIX perfamMeHTOB KOHTpons ...
Jlo6aeneHo: 2; 0GHOBAeHOo: 0; YaaneHo: O 3anuceii.

CozjaHvWe AeMOHCTPALWOHHLIX YUYeBHHX KYpCoOB. ..
JlodaeneHo: 1; OGHOBAeHO: 0; YaaneHo: O 3anucei.

06wee Bpema: 1 MWUH.

Pucynok 9.2 — Pe3ynbraT 00HOBIIEHUS 0a3bl TECTOBBIX 3a/1aHUI U JIEKTPOHHON OMOIMOTEKN

Iar 7. [Ipu oTcyTCTBMU OMIMOOK B Tpoliecce OOHOBIEHHUs 0a3bl TECTOBBIX 3aJaHUN H
AJEKTPOHHOU OMOIMoTEKH 3amycTuTh CUCTEMY U BeO-cepBep NginX, BHIMOIHUB KOMaH/IbI:

systemctl start nginx
systemctl start we

]IpH HaJIMYUHA OIIUOOK B mnmponecce OOHOBJICHUS WIIH IIpyu BBIABJICHUU OIIMOOK IIO
3aBCPUICHUTIO OOHOBJICHUS HCO6XO,Z[I/IMO BBIIIOJTHUTH BOCCTAHOBJICHHUC BI[ nu3 (bafma pCSCpBHOﬁ
KOIIMH, CO3JaHHOT'O Ha 1Iare 2.
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